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Chapter 12

Personnel Security Policy

1. Policy. The Security Manager is responsible for administering the IPSP
and is the Staff Officer for the IPSP. The Security Manager shall advise the
CO concerning personnel security matters relative to subordinate elements.

2. Applicability

a. The personnel security peolicies in this Order apply primarily to the
eligibility and authorization for access to classified information at the
General Services level or assignment to sensitive duties.

b. Detailed requirements for specific programs are found in the
regulations governing those special access programs.

3. Commanders and Executive Officers. The COs of MCAS Beaufort and
Headguarters and Headquarters Squadron, and their Executive Officers must
possess a favorably adjudicated Tier 5 investigation.

4. Designation of Civilian Sensitive Positions

a. The Security Manager shall assist the CO in completing a survey of
all Naticnal Security Positions within their commands for DoD civilian
personnel. Category designations of Special Sensitive "S§S”, Critical
Sensitive *CS", and Non-Critical Sensitive *NCS” shall be applied to each
position; any position not meeting the criteria for a National Security
position shall be referred to as *Non-Sensitive.”

b. It is imperative the civilian position description accurately
reflects the required duties and corresponding position sensitivity
requirements. The Security Manager shall make liaison with the Command’s
Station S-1 and Human Resources Office (HRO) for assistance in this matter.
Further:

{1) The applicants for employment in a DoD civilian National Security
position must be able to meet position sensitivity investigation and
adjudication reguirements. All civilian employees, at a minimum, must have a
favorably adjudicated Tier 1 or its equivalent.

{2) The incumbent in a DoD civilian National Security position must
be able to obtain and maintain the clearance eligibility for the
corresponding position sensitivity. Loss of eligibility must be reported to
the Command’'s Station S-1, Human Resources Q0ffice Department Head and the
MCAS Beaufort Executive Officer.

c. The determination of eligibility to occupy a sensitive position is
made by the DoDCAF based on the appropriate investigation. The same criteria
is applied to both security clearances and sensitive position eligibility
determinations. A determination by the DoDCAF that an individual is not
eligible for assignment to sensitive duties, or a clearance, shall also
result in the corresponding removal of duties and/or clearances.
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Chapter 13

Personnel Security Investigations

1. Policy. No individual shall be granted access to CMI or be assigned to
sensitive duties unless the individual possess a favorably adjudicated
background investigation that grants a security clearance eligibility
commensurate to the classification level of the CMI or access to sensitive
duties.

2. Command Responsibilities. Prior to submission of a Personnel Security
Investigation (PSI), the Security Manager shall ensure the following
functions are complete:

a. Determine existence of a previous investigation, which would form the
basis for current eligibility (providing there were no breaks in service
greater than 24 months), and negate the immediate need for a PSI.

b. validate U.S. citizenship, when no previous investigation has been
adjudicated.

(1) Only U.S. citizens shall be granted clearances and access to
classified information or assigned sensitive duties.

(2} Citizenship shall be verified per Appendix I of the current
version of reference (a).

(3) Immigrant aliens shall not be granted access to classified
information unless it is in the national interest to do so and a compelling
need exists. The final decision rests with the Security Manager.

c. Conduct a local records check of all available personnel, medical,
legal, security, base/military police, and other command records to determine
if disqualifying information exists.

3. Investigative Request Reguirements

a. All PSI reguests shall be prepared following guidance found in
reference (a).

b. The Security Manager or Assistant Security Manager, acting on behalf
of the CO, are the only officials authorized to request PSIs on individuals
within the Command.

c. The Security Manager shall ensure that all Marines in the Command
have been the subject of a Tier 3 or equivalent.

d. PSIs and PRs shall not be requested for any civilian or military
personnel who shall retire, resign, or separate with less than one year
service remaining. Exceptions shall be granted only for those personnel whose
participation in a Special Access Program is documented with appropriate
orders and whose assignment is contingent upon completion of the reguired PR.

e. The scope of the PSI reqguested from the OPM shall be commensurate

with the level of sensitivity of the access required or position occupied.
Only the minimum investigation to satisfy a requirement shall be requested.
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The various types of investigations are described in chapter six of reference
{a).

4. Defense Information System for Security (DISS). DISS provides accurate,
updated investigation information on personnel from all branches of the
service, DoD civilians, and DoD contractors.

5. OPM. The OPM conducts all PSIs for the Marine Corps. The Security
Manager and the assistant Security Manager are prohibited from conducting
their own PSIs.

6. Preparaticon and Submission of PSI Requests

a. Each individual approved for submission of a PSI shall forward their
completed SF-86, Questionnaire for National Security Positions, to the
Command Security Manager via the Electronic Questionnaires for Investigations
Processing System for validation and processing.

b. All PSI requests shall require certification and investigation
release forms signed by the individual submitting the PSI; and all
investigation reguests, Tier leas than SR or equivalent, shall require
submission of fingerprints.

7. Follow-up Actions on PSI Requests

a. OPM returns investigative request packages that have been rejected
for administrative errors to the originator as indicated by the submitting
office number (SON).

b. Rejected PSI requests must have corrective action taken immediately,
and the regquest re-submitted. On the corrected investigation request package,
have the subject of the investigation re-sign and re-date (with a current
date) his/her certification and release forms; if the subject’s signatures
and dates on the certification and releases are more than 60 days old upon
receipt at OPM, the package shall again be rejected.

8. Personnel Security Folders. In recognition of the sensitivity of
personnel security reports and recoxrds, particularly with regards to personal
privacy, completed SF-86s and results of investigations must be handled with
the highest degree of discretion. The personnel security folder provides a
repository for sensitive items that should not be proliferated cutside the
Security Manager Office.

a. The file copy of an individual’s completed SF-B6, maintained
electronically in the personnel security file, is not required for retention
after the background investigation has been adjudicated by the DoDCAF. While
it is maintained in the personnel security folder it should be afforded FOUO
level protection, at a minimum.

b. In rare instances, the Security Manager may receive copies of
investigative material and reports from investigative agencies, such as OPM,
for temporary purposes.

{1) These investigative materials and reports contain extremely
sensitive information and shall not divulge the subject of the report,
whether favorable or unfavorable, unless directed by the investigating
agency.
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{2) If the investigating agency does not specify release, but the
individual desires to view their report, the individual must submit a FOIA
Request to the investigating agency. The investigating agency will process
the request and communicate with the individual directly. Involvement in this
process by the Security Manager is limited to assisting in identifying the
name and address of the FOIA Qfficer at the investigating agency. The
Security Manager is prohibited from providing local access to investigative
reports pursuant to a FOIA request made to an investigating agency.

(3} The investigative materials and reports may be kept in the
Personnel Security Folder, but in all cases may be stored in a vault, safe or
in an appropriate manner to protect the investigative materials or report.
Under no circumstances shall the investigation material or reports be placed
in a Marine‘'s Officer Qualification Record, OMPF, or a DoD Civilian‘'s OFF.
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Chapter 14

Personnel Security Access Determinations

1. Policy

a. The standard which must be met for security clearance eligibility or
assignment to sensitive duties is based on all available information, the
individual’s loyalty, reliability, and trustworthiness are such that
entrusting them with classified information or assigning the individual to
sensitive duties is clearly consistent with the interests of national
security.

b. In making determinations regarding an individual’s loyalty,
reliability, and trustworthiness, all information, favorable and unfaveorable,
is considered and assessed for accuracy, completeness, relevance, importance,
and overall significance. The final determination is the result of an overall
commen-sense “whole person” adjudication reached by application of thirteen
adjudicative criteria (see Appendix G of the current edition of reference
{a)}.

2. DoDCAF. The DoDCAF will assign clearance eligibility at the highest
level supportable by the investigation completed by OPM. DoDCAF posts
clearance eligibility information directly to JPAS.

3. DIss

a. All personnel with authorizations to access to CMI, or any special
program, must annotate that access in DISS.

b. The DISS enables security personnel to communicate eligibility/access
issues with DoDCAF.

4. Eligibility Determination

a., The DoDCAF shall adjudicate information from PSIs and other relevant
information to determine initial or continued eligibility for security
access, and/or assignment to sensitive duties. The DoDCAF shall communicate
the results to the requesting command via DISS.

(1) DoDCAF can validate and certify personnel security clearance
eligibility.

{2) DoDCAF can issue a Memorandum of Intent to Deny or Revoke
security clearance eligibility to an individual for whom an unfavorable
personnel security determination is being contemplated.

{3} DoDCAF can issue a Memorandum of Denial or Revocation to an
individual for whom an unfavorable personnel security determination has been
made, advising the individual of their right to appeal the DoDCAF
determination.

b. The CC via the Security Manager shall review all locally available
information to determine eligibility for initial or continued security
access, and/or assignment to sensitive duties, and must communicate with
DODCAF on issues of importance relating to access.
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(1) The Security Manager shall initiate a local records check per
chapter 13, paragraph two of this Crder prior to granting initial command

access, reporting any negative findings to DoDCAF via an “Incident Report” in
JPAS.

{2) The Security Manager must continuously evaluate command personnel
with regard to their eligibility for access to CMI. Enclosure (12) of the
most current edition of reference (a), provides excellent guidance on the
“Continuous Evaluation Program.”

{(3) The Security Manager must advise the CO if suspension of access
at the local command level is warranted when negative or adverse information
is developed through the Continuous Evaluation Program. Suspension must be
reported to DoDCAF in conjunction with the “Incident Report” wvia DISS, and to
the subject of the suspension in a letter from the Security Manager. The
current version of reference (a) provides excellent guidance.

5. Unfavorable Determination

a. &An unfavorable personnel security determination shall result in one
or more of the following personnel security actions:

(1) Denial or revocation of security clearance eligibility;

{2) Denial or revocation of a Special Access Authorization (including
SCI access eligibility); and

{3) Non-appointment to or non-selection for sensitive assignment.
b. Procedures for processing, serving, responding, and appealing
unfavorable determination notifications {(either Requests for Information or
Letters of Notification) are sufficiently addressed in chapter seven of the

current edition of reference (a).

6. Validity and Reciprocal Acceptance of Personnel Security Determinations

a. Personnel security eligibility granted by an authority of the DoD
remains valid, and shall be mutually and reciprocally accepted within the DoD
until:

(1) The individual is separated from the Armed Forces or civilian
employment, or terminates an official relationship with the DoD.

{2} The clearance has been officially terminated, withdrawn, or
adjusted, or it has been suspended for cause.

b. The Security Manager shall be the determining authority for
validating and accepting other government agency issued security clearances.
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Chapter 15

Personnel Security Access

1. Policy

a. Access to classified information may be granted only if allowing
access shall promote the furtherance of the DON mission while preserving the
interests of national security.

b. BAccess to classified information shall be limited to the minimum
number of individuals necessary to accomplish the mission and shall be based
on NTK.

¢. The CO via the Security Manager shall ensure that personnel under
their command are briefed in accordance with chapter three, paragraph five of
this Order before granting access to CMI.

2. Requests for Access. BAll requests for access shall be provided to the
Security Manager for validation and authorization.

a. Validation of current security clearance eligibility in the JPAS is
required prior to awarding access to classified national security
information. If there is no current eligibility, the Security Manager must
initiate a PSI request per chapter 15 of this Order.

b. The Marine Corps Total Force System is specifically prohibited from
making security access determinations, as is the Defense Clearance and
Investigation Index database, and Marine Online. None of these systems
provides accurate or updated information and they may not be used to make
this determination. Further, travel orders that contain clearance information
shall not be used as proof of eligibility for access.

c. Access authorization is a local command responsibility and is based
on NTK established by the CO; access must not be granted automatically and
does not have to be granted up to the level of eligibility authorized by the
DoDCAF. At no time shall access be granted based upon the desires of the
individual requesting access.

3. SF-312. The SF-312 is a nondisclosure agreement between the United
States and an individual. The one-time execution of this agreement by an
individual is necessary before that individual’s access to classified
information may be granted.

a. All individuals who have not previously executed ({(signed) the SF-312
agreement must do so before access to classified information is granted.

{1) The execution of the agreement shall be witnessed, with the
witness’ entry affixed at the time of execution.

{2} The Security Manager and his assistants accept and witness the
signing of SF-312's on behalf of the United States Government. The acceptor
may then accept, on behalf of the United States Government, an SF-312
executed by a member of the same command. The entry of the acceptor must be
affixed on the SF-312 as soon as possible after the execution.
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b. Reporting the Non-Disclosure Agreement

{1) HQMC (MMSB-20) is designated as the Marine Corps repository for
these agreements. The original copy of the SF-312 shall be retained at HQMC
for 50 years following its date of execution. Forward the executed,
witnessed, and accepted original SF-312 to MMSB-20 at the following address:

COMMANDANT OF THE MARINE CORPS
HEADQUARTERS U. S. MARINE CORPS
(MMSB-20)

2008 ELLIOT ROAD
QUANTICO VA 22134-5030

(2} To capture the date of the execution, a one-time JPAS entry in
the executor’s Persconal Summary screen is mandatory upon completion.

4. Verbal Attestation

a. The Deputy Secretary of Defense determined that additional measures
were warranted to increase the awareness of individuals who were entrusted
with access to CMI at all levels of eligibility and/or indoctrinated into
Special Access Programs. In compliance, the statement below shall be read
aloud and attested to by personnel seeking access to CMI, in the presence of
a witness other than the person administering the brief:

*I accept the responsibilities associated with being granted access to
classified National Security Information. I am aware of my obligation to
protect classified National Security Information through proper safeguarding
and limiting access to individuals with the proper security clearance and
official need-to-know. I further understand that, in being granted access to
CLASSTFIED INFORMATION, SENSITIVE COMPARTMENTED INFORMATION, or a SPECIAL
ACCESS PROGRAM, a special trust and confidence has been placed in me by the
United States Government.”

b, This attestaticon is not a legally binding oath and shall not be sworn
to. Attestation administration is required only one time, usually when the
original SF-312 or 1879-1, SCI Nondisclosure agreement is signed. Reporting
the attestation shall be accomplished via JPAS on the individual‘s *Personal
Summary” screen.

¢. Executing an SCI Nondisclosure Agreement does not eliminate the
necessity to execute an SF-312.

5. Temporary Security Clearance Reguest (Access) (formerly known as
Interim}) . Temporary security clearance and access may be granted (except for
SCI access) pending completicn of full investigative requirements and pending
establishment of a final security clearance by DoDCAF. Temporary clearances
may be granted by the Commander via the Security Manager under the following
conditions:

a. Temporary TS Security Clearance

{1) Either Secret security clearance eligibility exists, or a
favorable National Agency Check, Local Agency Check and Credit, Tier 3, or
Access National Agency Check with Written Inquiries and Credit Check (other
investigation types may be allowed, refer to the current edition of reference
{2)) has been completed within the past 10 vears (with no break in service).
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(2) A favorable review of local records is accomplished.

{3) A favorable review of the Personnel Security Questionnaire (PSQ)
is accomplished (10 year scope}.

(4) The Tier five has been submitted to the OPM.

b. Temporary Secret or Confidential Security Clearance

(1) A favorable review of local records.
(2) A favorable review of the completed PSQ (seven year scope).
{3} The Tier three investigation has been submitted to OPM.
c. The Security Manager will record interim security clearances in JPAS.
d. If the Command receives a LOI from the DoDCAF to deny an individual-’s
security clearance, the Security Manager shall withdraw any interim security
clearance. Procedures for suspending access are found in chapter nine of

reference (a).

6. Access, Termination, Withdrawal, or Adjustment

a. A “debrief” and an “out-process” action is required in JPAS on the
individual’s Person Summary screen upon departure of the Command. Local
termination of access and a debriefing per chapter three, paragraph seven of
this Order, is reqguired when:

{1) When a Marine executes a Permanent Change of Station/Assignment
orders.

(2) When a civilian transfers within the DON.

{(3) Wwhen a Marine or civilian retires or terminates service.
Additional requirements for this occasion are:

{a) A debriefing and a Security Termination Statement (OPNAV
5511/14 Rev 9-05) are required.

(b) DoDCAF shall be notified via JPAS of the reasons for
termination.

{c) The completed Security Termination Statement shall be
immediately forwarded for inclusion in the individual’s OQR, OMPF, or OPF
prior to close-out and transfer to a records retention facility.

b. When there is a change in an individual’'s level of access required or
position sensitivity, access may be adjusted accordingly, provided the change
in access is supported by DoDCAF’s determination of eligibility for that
individual. If the eligibility is insufficient for the new, higher level of
access, a new PSI shall be initiated.

7. Suspension of Access for Cause. When guestionable or unfavorable
information becomes available, such as that information that may be obtained
from the Continuous Evaluation Program concerning an individual who has been
granted access, the CO may suspend access locally. Details regarding such
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suspensions are adequately addressed in chapter nine of reference {a). All
local suspensions will be reported to DoDCAF via JPAS with an “Incident
Report",

8. Continuous Evaluation

a. Individuals must report to their supervisor or appropriate official
any incident or situation that could affect their continued eligibility for
access to classified information or assignment to sensitive duties.
Supervisors or appropriate officials having received notification from their
employees shall immediately report the incident or situation to the Security
Manager. Co-workers have an obligation to advise their supervisor or
appropriate official when they become aware of adverse information concerning
an individual who has access to CMI or assignment to a sensitive position.
Supervisors and leaders play a critical role in early detection of an
individual’s problems. Supervisors and leaders are in a unique position to
recognize problems early and must react appropriately to ensure balance is
maintained regarding the individual’s needs and national security
requirements. Confidentiality and personnel assistance is the key to the
continuous evaluation process.

b. Legal Officer. The Legal Officer shall provide the Security Manager
a copy of the weekly legal brief.

c. Substance Abuse Control Officer (SACO). The SACO shall pravide the
Security Manager a copy of the weekly substance abuse report.

d. Government Travel Charge Card (GTCC) Coordinator. The GTCC
Coordinator shall provide the Security Manager a copy of the monthly
Hierarchy Delinquency Report.

€. Provost Marshal. The Provest Marshal shall ensure that the Security
Manager is placed on the Military Blotters dispeosition list.

f. Cyber Security Manager. The Cyber Security Manager shall provide the
Security Manager with any reports of spillage or misuse of government
computer systems.

g. Director, HRO. The Director of HRO shall notify the Security Manager
of any administration action taking on an emplovee as a result of an incident
or situation that could affect their continued eligibility for access to
classified information or assignment to sensitive duties.
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Chapter 16

Visitor Control

1. Policy. For security purposes, the term “visitor” applies to all
individuals who are not permanently assigned to the Command. All visitors
must be subject to approval prior to gaining Installation access. The
movement of all visitors will be restricted to protect classified
information. When escorts are used, they must ensure that visitors have
access only to information they have been authorized to receive.

2. Facilitating Classified Visits

a. DISS is the personnel security system of record for the DoD. Use of
this system will reduce the administrative burden associated with many
routine security actions.

b. DISS shall be used to request and verify the personnel security
clearance level for visitors requiring access to CMI.

{1} visit Authorization Letters (VALs) are no longer required for
c¢ivilian, military, and contractor personnel whose access level and
affiliation are accurately reflected in DISS.

{2} All contractors who participate in the National Industrial
Security Program (NISP)} have been authorized to use the "Visit Request”
function of DISS in lieu of sending VALs for classified visits.

¢. The responsibility for establishing the positive identification of
visitors and determining NTK prior to the digclosure of any classified
information will be validated by the Security Manager prior to disclosing the
classified information.

3. Visits by Foreign Naticnals. MCAS Beaufort fully supports participation
in Foreign Visits and Extended Foreign Visits through the FLO Program and the
MCFPEP. It is essential that visit requests be coordinated so that the
interests of the U.S. Government and the USMC are adequately served; these
programs must be conducted in a manner which limits risks of exposure of
classified or sensitive information to foreign personnel not otherwise
authorized access to this information.

a. Regquests for official visits conducted by foreign governments or
representatives to this Command’'s activities must be submitted through the
vigitor's Embassy in Washington, D.C. to HQMC. Official visits include one-
time, recurring, and extended visits.

b. Foreign Visit Requests (FVRs) received by HOMC, intended for MCAS
Beaufort, will be routed through MCIEAST-MCE CAMLEJ, Coordinating
instructions will be provided with the forwarded request.

{1} All requests must be responded to, in the manner directed, in the
coordinating instructions.

{2) All approvals, modifications, or cancellations will be forwarded

from HQMC through MCIEAST-MCB CAMLEJ. Approved FVRs will detail the level of
disclosure authorized for the specified visit.
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c. Extended FVRs (FLOs & MCFPEPs) will be supported from HQMC with a
Delegated Disclosure Letter, forwarded to the command via MCIEAST-MCEB CAMLEJ,
detailing the level of disclosure authorized. Tenant commands hosting FLOs
and MCFPEPs must maintain a file of the current DDL, U.S. Contact Officer
assignment letters, and Foreign Qfficer statements of understanding, as
applicable.

{1} The original Contact Officer assignment letter should be sent to
the Commandant of the Marine Corps (PP&0/PS), via the Commanding General,
Marine Corps Installations East-Marine Corps Base, Camp Lejeune {(Attn:
Security Manager).

(2) All forward copies of the Foreign Officer Statement of
Understanding letters to the MCIEAST-MCB CAMLEJ Command Security Manager.

d. The current editions of references (v), (w}, and (x) provide detailed

information for Foreign Disclosure Officers and Foreign Disclosure Points of
Contact.
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Chapter 17

Emergency Action Plan

1. Natural Disasters. Natural disasters includes fires, floods, hurricanes,
and any phenomena that would result in the inadvertent loss, compromise, or
destruction of classified material. When such a situation occurs, the senior
Marine present will execute the Emergency Action Plan,

a., Fire after duty hours. Should a fire occur around or within the
building where classified or COMSEC is stored, the custodian of the
classified or COMSEC will:

{1} Notify the Fire Department and Military Police by dialing *911°"
and report the location and extent of the fire.

(2) If the fire occurs during duty hours, secure all classified and
COMSEC material in the safe and secure the vault door.

(3} If the fire occurs after duty hours, ensure the vault or secure
room door which stores classified or COMSEC is secured before leaving the
area.

(4) If safe, use all local means to extinguish or control the fire
until the fire department arrives. Fire extinguishers are located throughout
the building.

{5) If after duty hours, and as soon as possible, notify the Security
Manager.

{6) Under no circumstances will anyone subject themselves or their
subordinates to possible death or injury to protect classified or COMSEC
material from fire.

(7} When the Fire Department/Military Police arrive, they shall
immediately be informed of and admitted to the secure areas. Efforts shall be
made to get names and identification numbers of all emergency personnel going
into secure areas or being exposed to classified or COMSEC material only
after the emergency is over.

(8) The Security Manager/Assistant or Classified Custodian shall, to
the maximum extent possible, ensure that only emergency personnel are allowed
into secure areas. When given the "ALL CLEAR" signal from emergency
personnel, the vault shall be locked and two guards shall be placed in the
secure area until the Security/Assistant Manager performs a post-emergency
inventory.

{9) If the intensity of the fire is such that the area must be
abandoned, maintain adequate surveillance of the general area to prevent
unauthorized persons from entering.

b. Hurricanes, Floods, and other Natural Phenomena. The danger
presented by these conditions are not likely to be as sudden as that
bresented by fire. The primary objective in case of hurricane, flecod, etc.,
is to secure and waterproof classified material and computers to protect them
from wind, water, or destruction until the emergency has passed.
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{1} Prior to hurricanes the Security Manager, Security Assistant, or
Classified Custodian shall waterproof all classified or COMSEC material and
gear in safes. All classified computers will be unplugged and waterproofed
with plastic as necessary. All other logs, documents, and other important
papers shall alsc be secured in waterproof containers.

(2) If there is damage to the CMCC Vault from a hurricane, flood, or
other phenomena the SDO, or other person on the scene, will immediately
contact the Security Manager or Security Assistant to inform them of the
extent of damage.

{3} Two persons shall be posted, if necessary, as a guard force to
prevent unauthorized access to classified material until CMCC personnel
arrive.

{4} The CMCC will coordinate the removal of classified material, if
required, to a location designated utilizing the Emergency Evacuation Cards
located on the inside left wall of the CMCC Vault.

2. Hostile Actions (see Emergency Destruction Plan). Hostile actions
include bomb threats, riots, or civil uprisings. In all cases, the assumption
shall be made that classified or COMSEC material is a target. All actions
must be directed to prevent unauthorized personnel from gaining access to
classified or COMSEC material by securing or evacuating the material as
conditions dictate. There are three threat stages of hostile action
emergencies. These stages shall be carried out by CMCC personnel only.

a. Stage One - Force Protection Cendition - Bravo

{1} Threat source - Operations in high risk environment.
(2) Time frame - Several days to several months.

{3) Action - Precautionary Emergency Protection as outlined under
Terrorist Actions below.

b. BStage Two - Force Protection Condition - Charlie

(1) Threat source - Probability of hostile attack.
{2) Time frame - From one to several days.

(3) Action - Possible Emergency Evacuation as outlined under
Emergency Evacuations below.

¢. Stage Three - Force Protection Condition - Delta

(1) Threat source - Attack by hostile forces.
(2) Time frame - Imminent.

{3) Action - Immediate Emergency Protection or Evacuation as outlined
under Terrorist Actions and Emergency Evacuations below.

d. Bomb Threat. In the event of a bomb threat, the Provost Marshal's

Office shall be notified by dialing "9-1-1". Classified and COMSEC material
will be secured in the CMCC safe. The safe shall be locked and all
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classified/COMSEC material accounting records shall be removed from the
building. Personnel shall wait cutside the building at a safe distance until
the arrival of the military police and EOD Team. The building shall not be
re-entered until the "ALL CLEAR" signal is given by EOD personnel.

3. Terrorist Actions. Acts of terrorism range from threats of terrorism,
assassinations, kidnappings, hijackings, bomb scares and bombings, cyber-
attacks {computer-based), to the use of chemical, biological, and nuclear
weapons. All actions must be directed to prevent unauthorized personnel from
gaining access to classified material by securing, or evacuating the material
as conditions dictate. There are five threat stages of terrorist action.

a. Force Protection Condition (FPCON) Normal. FPCON NORMAL applies at
all times as a general threat of terrorist attacks, hostile acts, or other
security threats always exists in the world.

(1) Educate command personnel on the terrorist and hostile adversary
threats, deterring and detecting these threats, and reporting indications of
these and other suspicious activities, to maintain a level of protection the
Secretary of Defense requires for all DoD elements and personnel against
terrorist attacks and hostile acts.

{2} Ensure personnel are knowledgeable on terrorist and hostile actor
threats; understand the individual actions they can take to protect
themselves and others from terrorist attack; know procedures for reporting
suspicious activities and incidents; deter and detect general, non-specific
threats of terrorist attacks and hostile acts; and prepare to implement
additional FPCON measures designed to delay, deny, and defend against these
threats.

(3} Regularly assessing facilities for vulnerabilities and taking
measures to reduce them.

b. FPCON ALPHA. FPCON ALPHA applies to a non-specific threat of a
terrorist attack or hostile act directed against DoD elements and personnel.

(1) Checking communications with designated emergency response or
command locations.

(2) Reviewing and updating emergency response procedures.

{3) Providing the public with necessary information.

c. FPCON BRAVO. FPCON BRAVO applies when an increased or more
predictable threat of a terrorist attack or hostile act exists and is
directed against DoD elements and personnel. In addition to the previously
outlined protective measures, the following may be applied:

(1) Increasing surveillance of critical locations.

(2} Coordinating emergency plans with nearby jurisdictions.

{3) Assessing further refinement of protective measures within the
context of current threat information.

(4) Implementing, as appropriate, contingency and emergency response
plans.
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d. FPCON CHARLIE. FPCON CHARLIE applies when a terrorist or hostile act
incident occurs within the commander’s area of interest, or intelligence is
received indicating a hostile act or some form of terrorist action or
targeting against DoD elements, personnel, or facilities is likely. In
addition to the previously outlined Protective Measures, the following may be
applied:

{1} Coordinating necessary security efforts with armed forces cor
law enforcement agencies.

{2) Taking additional precaution at public events.

(3) Preparing to work at an alternate site or with a dispersed
workforce.

{4) Restricting access to essential personnel only.

e. FPCON DELTA. FPCON DELTA applies when a terrorist attack or hostile
act has occurred or is anticipated against specific installations or
operating areas. In addition to the previously outlined protective measures,
the following may be applied:

{1) Assigning emergency response personnel and pre-positioning
specially trained teams.

(2) Monitoring, redirecting, or constraining transportation systems.
(3} Closing public and government facilities.

4. Emergency Evacuation. Emergency evacuation is that action taken to move
classified material to a safe place to prevent unauthorized access caused by
fire, hurricane, flood, other natural phenomena, hostile action, or terrorist
action. Emergency evacuation shall only be executed when directed by the CO
or Security Manager. The Primary Classified Storage area shall be the CMCC
Vault located in Building 601. During non-working hours and when directed,
the SDO shall:

a. Attempt to contact CMCC personnel and the Security Manager using the
Emergency Recall Roster (located in the SDO Binder).

b. The Security Manager or Assistant Security Manager must appoint at
least two persons to evacuate the classified material and contact military
police to provide armed escort for the evacuation.

c. Ensure a government vehicle with driver is readily available for
pick-up and delivery of classified material during evacuation.

d. Post a military police armed guard at the vault entrance and vehicle
until all classified material is loaded onto the government vehicle.

e. After all classified material has been gathered and packed, the armed
guards will escort and protect the total evacuation of all classified
material to include unloading and safeguarding it at the new location.

5. Emergency Protection. Emergency protection actions include collecting
all classified material not needed for immediate operational use and securing
them in the CMCC Vault and safe. Emergency protection procedures will only be
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executed when directed by the CQ, Security Manager, or other competent
authority.

a. All classified material shall be locked up in the safe.

b. All other publications, logs, and correspondence shall be packed and
prepared for evacuation.

c. Any other protection actions deemed necessary by the Security Manager
shall also be completed during this time.

6. Emergency Destruction Plan for COMSEC. When a hostile action occurs, the
decision to enact the complete emergency destruction plan shall be made by
the CO, Security Manager, SDO, or senior officer present. Utilizing the CMS
Accountable Items Summary (leocated in the Chronoclogical file), account for
all material prior to destruction. Once all material has been accounted for
destroy the following material, in the order listed below, using the shredder
located in the CMS vault. Depending on the situation and present location of
classified COMSEC material involved, the CMCC shredder is the most
expeditious and complete method of ensuring destruction. Destruction
priorities begin with CMCC safe 1.

a. COMSEC Keying Material Marked “CRYPTO”

(1) All primary keying material designated "CRYPTQ” except tactical
operations and authentication codes classified SECRET or below.

(2) Current effective keying material designated *CRYPTQ” including
key stored electronically in crypto equipment and fill devices.

{3) Superseded tactical operations codes classified SECRET or below.

(4) SECRET and CONFIDENTIAL multi-holder keying material marked
*CRYPTC” which will become effective within the next 30 days.

{5) All remaining classified keying material, authentication systems,
and maintenance or sample keys.

b. COMSEC Aids
(1) Complete crypto-maintenance manuals or their sensitive pages.
When there is insufficient time to completely destroy these manuals, make
every reasonable effort to destroy their sensitive pages, which are either

marked or tabbed. Otherwise the complete manual is to be destroved.

(2} National, department, agency, and service general doctrinal
guidance publications.

{3) Keying material holder lists and directories.
{4) Remaining classified documents.

¢. Eguipment

{1) Make a reasonable effort to evacuate equipment, but the immediate
goal is to render it unusable and unrepairable.
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(2) If the keying element on crypto eqguipment cannot be physically
withdrawn by turning the knob or pressing the zerorize button.

{3) Remove and destroy readily removable classified elements (e.g.
printed circuit boards}.

{4) STE phones will be zerorize and evacuated if possible.

{5) The Management Client Node (MGC) computer and all data contained
on the hard drives is classified. If the computer cannot be evacuated then
the hard drives are removed and rendered useless by a hammer.

(6) If Advance Key Processor (AKP) is not capable of being evacuated,
you must zerorize AKP. Never zerorize during a drill!
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